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A VIET NAM
CUC AN TOAN THONG TIN oc 1ap - Tif'do2 Hanh phic
sé; f5ICATTT-NCSC Ha Noi, ngay [jthing { nam 2019
V/v canh béo 10 hong trén trinh duyét
Chrome
Kinh guri:

- Pon vi chuyén trach vé CNTT céc bd, co quan ngang b,
co quan thudc Chinh phu;
- S& Thong tin va Truyén théng cac tinh, thanh phd truc
thudc Trung uong;
- Céc Tap doan, Toéng cong ty nha nudc; Cac to chic tai
chinh, ngan hang;
- Nguoi dung khong gian mang Viét Nam.
Thuc hién chirc nang, nhiém vu dugc giao, Cuc An toan thong tin thuong
xuyén thuc hién cong tac theo ddi, gidam sat trén Khong gian mang nham phat

hién va ngin chin sém cac nguy co gy mat ATTT.

Qua cong tac theo doi thong tin trén khong gian mang, va hoat dong hop
tac, chia sé thong tin voi cac té chirc 16n vé an toan théng tin trong va ngoai
nude, Cuc An toan thong tin ghi nhan xu hudng khai thac 16 hong (CVE-2019-
13720) trong trinh duyét Google Chrome. L hong nay anh huong t&i hau hét
cac hé diéu hanh (Microsoft Windows, Apple macOS va Linux) sir dung trinh
duyét Chrome trude phién ban 78.0.3904.87.

Pay la 16 hong phép dbi tugng tin cong cheén va thuc thi ma Iénh tir xa
mat cach ty dong. Do vay téi pham mang co thé cai cim ma khai thac vao cac
trang web ngudi dung hay truy cap hoac ltra nguoi dung truy cap vao céc trang
ndy, nguoi dung truy cdp cc trang web nay thi méy tinh/thiét bi ctia nguoi
ding s& bi tin cbng, cai cim ma doc. L hong nay di duge Google vé trong
phién ban Chrome 78.0.3904.87.

Nhim bao dam an toan théng tin va phong tranh viéc dbi tuong tan cong
loi dung diém yéu an toan théng tin dé thuc hién nhimg cudc tan cong mang

nguy hiém, Cuc An toan thong tin khuyén nghi cac quan tri vién tai céc co quan,




don vi thuc hién:

- Kiém tra va cap nhat 1én phién ban Chrome méi nhét (78.0.3904.87) dé
vé 15 hong bao mat va phong tranh céc nguy co bi tan coéng thong qua viéc khai

théc 16 hong.

- Han ché truy cép céc trang web, duong dan la dic biét 1a cac trang web

c6 trong phu luc kém theo d3 bi cai cim ma khai thac.

- Tai Viét Nam c6 03 trinh duyét (Sfive, Chim Lac va Coc Cdc) phit trién
trén ma ngudn Chromie ciing bi anh hudng boi 16 héng bao mét nay. Trong dé
hai san phdm trinh duyét (Sfive, Chim Lac) dd duoc danh gia dép img yéu cau
cia TCVN 12637:2019 c6 kha ndng cap nhat va canh bao khi nguoi dung truy
cap céac trang web doc hai (bao gom ca nhimg trang bi cai cdm m4 khai thac

trén) khi ¢6 canh bao Cuc An toan thong tin.

Trong trudng hop cén thiét co thé lién hé dau mdi hd tro cua Cuc An toan
théng tin: Trung tm Gidm st an toan khong gian mang quéc gia, dién thoai

02432091616, thu dién tu: ais@mic.gov.vn.
Trén trong./.

Noi nhgn: KT. CUC TRUONG

-Nhutrén; PHO CUC TRUONG
- B§ trudng (de blc);

- Thi truéng Nguyén Thanh Hung (dé b/c);
- Cuc trudng (dé b/c);

- Lwu: VT, NCSC.
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Phu luc
Mot s6 hwéng din cip nhit bin va
1. Danh sach trang web bi chén ma khai thac

behindcorona.com

code.jquery.cdn.behindcorona.com
2. Hwéng dan cip nhit ban va

Mic du trinh duyét web Chrome tu dong thong bao cho nguoi dung vé
phién ban méi nhét c6 sin, nguoi dung duogc khuyén nghi kich hoat thi cong
qua trinh cap nhat bang cach :

Vao Menw/ Tro gitip/ Gi6i thidu vé Google Chrome. Khi d6, trinh duyét

s& ty dong tai ban cap nhat va ngudi dung chi can bam “chay lai”

. Google Chrome

) Google Chrome da dugc cap nhat
Phién ban 78.0.3904.87 (Phién ban Chinh thirc) (64 bit)
Nhén trg gilip vé& Chrome A
Béo céo sy cd
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