
BO THONG TIN vA TRUYEN THONG C O N G H O A X A H O I C H U N G H I A V I £ T N A M 

eye A N T O A N T H O N G T I N Doc lap - f y do - Hanh phuc 

Sb^/I'^^/CATTT-NCSC Ha Noi, ngay ^fthdngj^nam 2019 
V/v canh bao 16 hong tren trinh duy?t 

ehrome 

Ki'nh gui: 

- Don vi chuyen trach ve CNTT cac bo, co quan ngang bo, 
C O quan thuqc Chinh phu; 
- So Thong tin va Truyen thong cac tinh, thanh pho true 
thuoc Trung uong; 
- Cac Tap doan, Tong cong ty nha nuoc; Cac to chuc tai 
chinh, ngan hang; 
- Ngubi dung khong gian mang Viet Nam. 

Thuc hien chuc nang, nhiem vu ducfc giao, Cue An toan thong tin thuong 

xuyen .thuc hien cong tac theo doi, giam sat tren Khong gian mang nham phat 

hien va ngan chan som cac nguy co gay mat ATTT. 

Qua cong tac theo doi thong tin tren khong gian mang, va hoat dpng hop 

tac, chia se thong tin vod cac to chuc Ion ve an toan thong tin trong va ngoai 

nuoc. Cue An toan thong tin ghi nhan xu hucmg khai thac 16 hong (CVE-2019-

13720) trong trinh duyet Google Chrome. L6 hong nay anh huomg tai hau het 

cac he dieu hanh (Microsoft Windows, Apple macOS va Linux) su dung trinh 

duyet Chrome truac phien ban 78.0.3904.87. 

Day la 16 hong phep doi tuong tan c6ng chen va thuc thi ma lenh tu xa 

mot each tu dong. Do vay toi pham mang co the cai cam ma khai thac vao cac 

trang web nguai dung hay truy cap hoac lira nguai diing truy cap vao cac trang 

nay, nguod dung truy cap cac trang web nay thi may tinh/thiet bi cua nguai 

dung se bi tan cong, cai cam ma doc. L6 h6ng nay da duac Google va trong 

phien ban Chrome 78.0.3904.87. 

Nham bao dam an toan thong tin va phong tranh viec d6i tuong tan cong 

Igi dung diem yeu an toan th6ng tin de thuc hien nhung cuoc tan c6ng mang 

nguy hiem. Cue An toan th6ng tin khuyen nghi cac quan trj vien tai cac ca quan, 

1 



dan vi thuc hien: 

- Ki8m tra va cap nhat len phien ban Chrome mai nhdt (78.0.3904.87) de 

va iS hong bao mat va phong tranh cac nguy ca bi tan cong thong qua viec khai 

thac 16 hong. 

- Han chl truy cap cac trang web, duang dan la dac biet la cac trang web 

c6 trong phu luc kem theo da bi cai cam ma khai thac. 

- Tai Viet Nam co 03 trinh duyet (Sfive, Chim Lac va C6c C6c) phat trien 

tren ma ngu6n Chromie cung bi anh huomg bai 16 h6ng bao mat nay. Trong do 

hai san pham trinh duyet (Sfive, Chim Lac) da dugc danh gia dap ung yeu cau 

cua TCVN 12637:2019 co kha nang cap nhat va canh bao khi nguai dung truy 

cap cac trang web doc hai (bao g6m ca nhung trang bi cai cam ma khai thac 

tren) khi co canh bao Cue An toan th6ng tin. 

Trong truong hgfp can thiet co the lien he dau m6i ho trg ciia Cue An toan 

thong tin: Trung tarn Giam sat an toan kh6ng gian mang quoc gia, dien thoai 

02432091616, thu dien tu: ais@mic.gov.vn. 

Tran trong./. 

Â r̂t nhan: K T . C U C TRlTdNG 
Nhu tren; PHQ C y C TRlTOfNG 

- Bo tnrcmg (de b/c); 
- Thijr tnrong Nguyen Thanh Hung (de b/c); 
- C\LC truong (de b/c); 
-Luu: VT,NCSC. 

Nguyen Khac Lich 
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Phu luc 
Mot so huang dan cap nhat ban va 

1. Danh sach trang web bj chen ma khai thac 

behindcorona.com 

code.jquery.cdn.behindcorona.com 

2. Hirong dan cap nhat ban va 

Mac du trinh duyet web Chrome tir dong thong bao cho nguai dung ve 

phien ban mai nhat co san, nguai dung dugc khuyen nghi kich hoat thu cong 

qua trinh cap nhat bang each : 

Vao Menu/ Trg giiip/ Giai thieu ve Google Chrome. Khi do, trinh duyet 

se tu dong tai ban c^p nhat va nguai dung chi can bam "chay lai" 

Google Chrome 

GooQie Chrome da Aiqc c i p nhat 
^ Phiwi ban 78,0,3904.87 (PNen ban Chinh thijc) (64 Wt) 

MiAnlt^gilipvilCtwome 

Baocaosi/cd 
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